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Agenda for Today
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Basic concepts to consider when 
sharing health data1Basic concepts

2 An overview of methods for risk measurementRe-identification risk 
measurement

3 Where things are headed with data sharingThe future
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We have authored or co-authored a 
series of books on the topic
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Obligations on processing personal 
information
• There are many obligations on the processing of personal health information 

(PHI), including the requirement to obtain data subject consent / 
authorization

• The consent often needs to be specific to a particular purpose and the PHI 
cannot be used for a different purpose unless further consent is obtained 

• Use of personal data for the consented purpose is deemed to be a primary 
purpose

• The scope of how personal data can be used based on a specific consent 
can vary by jurisdiction, for example, an organization can make a legitimate 
interest argument

• There are some exceptions to use and disclosure of PHI without consent, 
such as for reporting communicable disease, for example
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Obligations on processing personal 
information
• Otherwise, the use and disclosure of personal data would 

be for a secondary purpose, for which consent was not 
obtained and there is no exception

• In general, if data is rendered to be non-identifiable (i.e., 
de-identified) then no consent is required

• De-identified information is not considered to be PHI; it is 
not considered to be personal information and therefore 
can often fall outside privacy statutes, or can be 
processed with fewer obligations
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Primary purposes

• Purposes related to the provision of care are considered 
to be primary purposes; this includes using and disclosing 
data by/to the individuals involved in the circle of care

• Other purposes such as billing and processing insurance
payments are also often considered to be primary 
purposes

• What is a primary purpose is a legal question, however, 
and if there is ambiguity then reference to relevant 
legislation is advised / legal advice should be sought
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Secondary purposes

• Secondary purposes include research and public health

• Also, obvious data uses, such as building models for

marketing purposes are secondary purposes

• In general, testing software applications are increasingly 

being seen as secondary purposes as well

• Open data, unless explicitly stated in the consent when 

the data was collected, would be considered a form of 

secondary processing as well
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The different states of data

We want to move 
d  / i f i  
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Each data state has certain obligations

M. Hintze and K. El Emam, “Comparing the benefits of pseudonymisation and anonymisation under the GDPR,” J. Data 
Prot. Priv., vol. 2, no. 1, pp. 145–158, Dec. 2018.
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De-identification of PHI
• The use and disclosure of data for secondary purposes can be 

enabled by de-identification
• This includes data transfers across jurisdictions
• One of the main objectives of de-identification is to protect 

against identity disclosure
• It is a risk management exercise in that it is intended to ensure

that the risk of identity disclosure is very small
• In general, the act of de-identification does not require 

additional consent; the reasoning will depend on the statute 
that is applicable
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Obligations on processing de-
identified PHI
• While the obligations on de-identified PHI are 

reduced, they are not completely zero

• There is increasingly a prohibition against re-

identification

• Risk is managed by data transformations and

additional controls – it is necessary to ensure that the

controls travel with the data
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There is a consistent approach in existing 
standards and guidelines
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Basic definitions – identity disclosure is 
when a person’s identity is assigned to a 
record
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Sex Year of Birth NDC

Male 1975 009-0031

Male 1988 0023-3670

Male 1972 0074-5182

Female 1993 0078-0379

Female 1989 65862-403

Male 1991 55714-4446

Male 1992 55714-4402

Female 1987 55566-2110

Male 1971 55289-324

Female 1996 54868-6348

Male 1980 53808-0540

Quasi-identifiers
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Basic definitions – generalization means that 
more than one record can match a person
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Sex Year of Birth NDC

Male 1970-1979 009-0031

Male 1980-1989 0023-3670

Male 1970-1979 0074-5182

Female 1990-1999 0078-0379

Female 1980-1989 65862-403

Male 1990-1999 55714-4446

Male 1990-1999 55714-4402

Female 1980-1989 55566-2110

Male 1970-1979 55289-324

Female 1990-1999 54868-6348

Male 1980-1989 53808-0540
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Attacks can be in two directions – population 
to sample attack
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Sex Year of Birth NDC

Male 1970-1979 009-0031

Male 1980-1989 0023-3670

Male 1970-1979 0074-5182

Female 1990-1999 0078-0379

Female 1980-1989 65862-403

Male 1990-1999 55714-4446

Male 1990-1999 55714-4402

Female 1980-1989 55566-2110

Male 1970-1979 55289-324

Female 1990-1999 54868-6348

Male 1980-1989 53808-0540
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Attacks can be in two directions – sample to 
population attack
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Sex Year of Birth NDC

Male 1970-1979 009-0031

Male 1980-1989 0023-3670

Male 1970-1979 0074-5182

Female 1990-1999 0078-0379

Female 1980-1989 65862-403

Male 1990-1999 55714-4446

Male 1990-1999 55714-4402

Female 1980-1989 55566-2110

Male 1970-1979 55289-324

Female 1990-1999 54868-6348

Male 1980-1989 53808-0540
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Risk is measured by the group size
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Sex Year of Birth NDC Group Size Risk

Male 1975 009-0031 1 1
Male 1988 0023-3670 1 1
Male 1972 0074-5182 1 1

Female 1993 0078-0379 1 1
Female 1989 65862-403 1 1

Male 1991 55714-4446 1 1
Male 1992 55714-4402 1 1

Female 1987 55566-2110 1 1
Male 1971 55289-324 1 1

Female 1996 54868-6348 1 1
Male 1980 53808-0540 1 1
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When we generalize the group size gets 
bigger, so the risk decreases
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Sex Decade of Birth NDC Group Size Risk

Male 1970-1979 009-0031 3 0.33
Male 1980-1989 0023-3670 2 0.5
Male 1970-1979 0074-5182 3 0.33

Female 1990-1999 0078-0379 2 0.5
Female 1980-1989 65862-403 2 0.5

Male 1990-1999 55714-4446 2 0.5
Male 1990-1999 55714-4402 2 0.5

Female 1980-1989 55566-2110 2 0.5
Male 1970-1979 55289-324 3 0.33

Female 1990-1999 54868-6348 2 0.5
Male 1980-1989 53808-0540 2 0.5
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But it is actually the population group size 
that matters
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Sex Decade of Birth NDC Group Size Risk

Male 1970-1979 009-0031 3
Male 1980-1989 0023-3670 2
Male 1970-1979 0074-5182 3

Female 1990-1999 0078-0379 2
Female 1980-1989 65862-403 2 0.1

Male 1990-1999 55714-4446 2
Male 1990-1999 55714-4402 2

Female 1980-1989 55566-2110 2 0.1
Male 1970-1979 55289-324 3

Female 1990-1999 54868-6348 2
Male 1980-1989 53808-0540 2

N=10
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Identifiability spectrum and risk 
thresholds
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Pseudonymous data on the spectrum
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pseudonymous data
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De-identified data on the spectrum
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de-identified data
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Privacy-Utility Trade-off
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A common approach that has worked well in 
practice is risk-based anonymization
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• Security controls
• Privacy controls
• Contractual controls

• Generalization
• Suppression
• Addition of noise
• Microaggregation
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Claims of successful re-identification attacks, while 
debatable, still have created a negative narrative 
around traditional anonymization methods

27



Electronic Health Information Laboratory, University of Ottawa and Children’s Hospital of Eastern Ontario Research Institute

Commonly mentioned privacy enhancing 
technologies
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The Synthesis Process
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Additional Clarifications
• The source datasets can be as small as 100 or 150 

patients. We have developed generative modeling 
techniques that will work for small datasets.

• The source datasets can be very large – then it becomes 
a function of compute capacity that is available.

• It is not necessary to know how the synthetic data will be 
analyzed to build the generative models. The generative 
models capture many of the patterns in the source data.



QUESTIONS
cc: an untrained eye - https://www.flickr.com/photos/26312642@N00
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